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ABSTRACT

Given the importance of cyber space for country development, many countries have invested large amount of money for cyber space application. Since, based on official documents, Afghanistan is in the process of integrating ICT into its critical information infrastructure, to this end, the country may face various challenges including cyber security. Due to various potential threats and risks to Afghanistan cyber security, a comprehensive cyber security strategy is necessary. Accordingly, Afghanistan has introduced an ICT security law. However, nowadays day by day internet is involving great portion of government and non-government sections. The country must introduce a comprehensive and appropriate cyber security strategy to tackle all of the issues and risks related to this arena.  The aim of this study is to propose cyber security strategy based on developed countries experiences in cyber security, specifically Malaysia, because Malaysia and Afghanistan are both Islamic countries with cultural and religious values. Furthermore, Malaysia is considered as a developed country in terms of cyber security. Therefore, in this study, based on literature review and official documents, the current status of ICT as well as cyber threats were identified in Afghanistan context. In addition, to evaluate the current status of cyber security strategy in Afghanistan and Malaysia, some experts were interviewed and accordingly based on their suggestions and Malaysian experience in cyber security, a strategy framework was proposed for Afghanistan to address the ever-growing cyber threats. Then, the proposed cyber security strategy framework was evaluated by interviewing three experts in the field.
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INTRODUCTION

Cyber security strategy is regarded as an evolving task which caters to the entire spectrum of ICT users and providers such as home users and small, medium and large enterprises and government as well as non-government entities. It serves as an umbrella framework for defining and guiding the actions related to security of cyberspace. CSS framework allows the individual sectors and organizations to design appropriate cyber security techniques to satisfy their requirements in facing the cyber space challenges (Vernez, 2013). The strategy framework offers an overview of what is required to effectively protect critical national information infrastructure, information systems and networks, and also provides an insight into the government’s approach for protection of cyber space in the country. In addition, it can be summarized that to some point, collaboration between public and private key players to safeguard the country’s critical national information infrastructure, as well as information systems is allowed. Therefore, the strategy, aims to construct a cyber-security framework, leading to specific actions with programs to boost the cyber security of the country (Ten, Manimaran & Liu, 2010). 
Given the importance of critical national information infrastructure for country development, different countries have cataloged and analyzed their relevant Critical national information including the protection of critical national information infrastructure (Fahad, 2010; OCED, 2012). Many national programs for the protection of critical infrastructure are associated with critical information infrastructure protection (Hasim & Salman, 2011).  Past studies highlight the relationships between protection of critical information infrastructure and ICT as a cross sectional matter, giving protection of critical national information infrastructure a special significance. However, to this end, there are some challenges specifically for the developing countries.
According to Walid (2013), there are four key challenges faced by the ICT sector in the Middle East that must be addressed in order to achieve the strategy goals:

1. Poor IT security infrastructure.
2. Minimal level of security procedures in corporations.
3. Gap between academia and industry.
4. Difficulty in attracting and retaining the ICT experts in the Middle East.

CASE STUDY OF AFGHANISTAN

Afghanistan as a developing Middle East country which in terms of cyber security is at its embryonic stage, needs cyber security strategy to survive in such competitive world. Correspondingly, MCIT Afghanistan (2011) quotes:

 “With the introduction of different ICT based technologies in the country, Afghanistan is moving towards embracing electronic culture in its day-to-day dealings. As these technologies are becoming popular and being widely used, it is important to put in place technological infrastructure and legal frameworks, which will safeguard the private and enterprise data flowing through these ICT based infrastructures. MCIT has already drafted an ICT law which has addressed broader cyber security related issues but in order to fully implement the Law there is need for further development of regulations in more focused areas”.  

It also emphasizes that data privacy will support: Entrepreneurs for e-commerce; the government to run e-administration and e-services and the public in order to share their personal data with government as well as enterprises through e-service delivery channels. Correspondingly, according to The International Telecommunication Union (ITU) (2012) reports, Afghanistan has two challenging issues regarding cyber security. First, there is no appropriate mechanism in order to detect, identify and deter cyber threats and risks within government sectors. Similarly, some government agency computers are not equipped with suitable and reliable protection software, that is, antivirus, for blocking malware and viruses. 
Furthermore, some government agencies state that they have never experienced any kind of cyber-attack, this can be associated to two possible issues, either they are not eager to share the information regarding attack, or they are unaware of the attacks. In addition, the country cyber network is much dispersed and spread, and this makes the detection of cyber-attack incidents is very complicated and difficult. In addition, no government agency appears to have any related information concerning cyber security policies or procedures which are in place. Also, no Government agencies are fully have any knowledge about  numerous cyber security standards available that can be adopted to surge security, including COBIT, FISMA, ISO/IEC 27001, and ITIL. 
Afghanistan needs a comprehensive CSS to tackle the cyber space security issues. Since, Afghanistan is in the process of integrating ICT into its critical information infrastructure, the country may face various challenges including cyber security. Due to various potential threats and risks, a comprehensive cyber security strategy is required for Afghanistan. However, Afghanistan has introduced an ICT security law, since internet has penetrated both the government and non-government sectors with various cyber applications. Thus, the country must introduce a comprehensive and appropriate cyber security strategy to tackle all the issues and risks related to this arena.  Therefore, the purpose of this research is to propose a cybersecurity strategy framework for Afghanistan to protect the country’s critical national information infrastructure in the process of integrating ICT and cyber services in providing social and economic services. 

METHOD

Some previous works have used qualitative approach including interview to develop a cybersecurity framework or provide suggestions for the improvement of the existing cyber security frameworks  (ITU, 2012; Kulikova et al., 2012; Sommestad, 2012; OCED, 2012; ENISA, 2012; Lindau, K. 2012; Reyes et al., 2011) as shown in table 1.


TABLE 1. Research framework
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Thus, this study also employs a qualitative approach using semi-structured interview to propose a cybersecurity strategy framework based on the cyber security experiences of the developed and developing countries including Malaysia. As a result of conducting a comprehensive literature review, cyber threats, cyber security, and global cyber security strategy are discussed. In addition, Afghanistan ICT status as well as cyber security are identified. The Malaysian experience in cyber security has also been highlighted. To identify the status of ICT and cyber security in Afghanistan and Malaysia, the people in charge were interviewed. Then, the threats to Afghanistan cyber space are highlighted. The Afghanistan cyber security strategy is then analyzed (but the country has only general ICT law). Finally, a cyber-security strategy framework is proposed for Afghanistan ICT context whose validity is corroborated by interviewing the experts in the field.
In qualitative studies where interview is the main method of data collection, the selection of the interviewee is of paramount importance (Creswell, 2012). The rationale is that the person who participates in the interview should have the necessary information to enable the researcher to explore the phenomenon deeply (Macky & Gass, 2005). In the current research, eight experts and officials (four from Afghanistan and four from Malaysia) were interviewed. The respondents from Malaysia consist of the ICT and law experts. The purpose for selecting these experts was to check the validity of the study design and method. As there is a close relationship between cyber security strategy and law, their selection for validating the study design and mehod is rationalized. Another respondents who have involved in the ICT and cyber security research were recruited to answer the interview questions. The rational for their selection is that they have the latest information regarding cyber security policy/strategy in Malaysia. In addition, they are in charge of cyber security policy making and execution. Last but not least, four Afghan officials were interviewed to explore their knowledge and views concerning the latest status of ICT, cyber threat, cyber security, and cyber security Strategy. Since these people are the key figures and policy makers in  cyber security, they make the appropriate sample for the current study.

RESULTS AND DISCUSSION

Based on the experiences of some developing and developed countries (Malaysia, India and the US), in terms of cyber security strategy, and also based on the findings of both document content analysis and interview, it is discovered that Afghanistan has a drastic development in terms of ICT services in the social and economic aspects during the last decade. However, it was found that although the country experienced cyber security problems, there is no cyber security strategy framework in place. Thus, Afghanistan, as an ICT emerging country, which is increasingly providing cyber-based services, needs a cyber-security strategy framework to address the challenges of cyber threats. Correspondingly, Afghanistan ICT Minister, Deputy ICT Minister and ICTI director confirmed that priority should be given to protect the government data and investment. Therefore, in this research, the main focus of the proposed cyber security strategy framework is to protect government data, foreign investment and Afghan citizen. Thus, the current research proposes the following pillars with their corresponding objectives illustrated as follow: 

EFFECTIVE GOVERNANCE

According to ITU (2012), “Lack of problem scrutiny, misunderstanding as well as overlapping of resources accordingly losing sight of the all-encompassing national needs”. “No government agency or department has any relation to information regarding cybersecurity related strategies or procedures that are in place”. According to SATRC Report (2012), the focus of ICT law in Afghanistan is “Its mandate is to ensure information security in the country including all governmental data networks, transactions, cyber space, PKI, ECA, and to name a few”.  ICTI director declares that “Afghanistan is at the beginning of the ICT journey and slowly the issues (including cybersecurity) are arising. There is a lack of strategy as the Ministry of Telecommunication has not given sufficient attention”.  According to the vice president of Cyber Security Malaysia it is important to have effective governance because without strategy and action plan, it is impossible to address this issue.

CULTURE OF SECURITY AND CAPACITY BUILDING

There is no awareness of common cyber security standards or regulatory frameworks in Afghanistan (ITU, 2012).  According to Dlamini, Taute and Radebe (2011), “With respect to cyber security awareness programs, increased public awareness on cyber security issues, and fostering and funding cyber security research are included in the US national cyber security policy”. In the contrary, according to the Minister of ICT of Afghanistan, “Low literacy rate among population, especially in rural areas contributes to digital divide in the country… With the introduction of different ICT based technologies, Afghanistan is moving towards embracing electronic culture in its day-to-day dealings” Likewise, ICT Institute Director in Afghanistan claims that “… regarding cyber security, it is a present challenge as well as a long term challenge, and it can be a big concern for government, people and the Ministry of Telecommunication”.

SECURING E-GOVERNANCE SERVICES

Government agencies along with departments in Afghanistan are not aware of numerous cybersecurity standards and strategies, including ISO/IEC 27001, COBIT, FISMA and ITIL that can be adopted to upsurge security (ITU, 2012). This was confirmed by the Afghanistan ICT Minister, Deputy ICT Minister and ICTI director which then suggested that priority should be given to protect the government data and investment.

RESEARCH AND DEVELOPMENT TOWARDS SELF-RELIANCE

“There is a gain in research and development (R&D) in cybersecurity experimentation methodology, infrastructure, tools, resource expansion, utilization innovations, and other new methods” (Benzel, 2011). Strodl, Petrov and Rauber (2011) expound: “the challenges related to the preservation of digital resources of increasing volume and heterogeneity by developing tools allowing for more efficiency and self-reliance of preservation processes”. Vice president of Cyber security Malaysia suggests “research and development (R&D). You have to develop to research. Probably put under technology innovation... because you have to anticipate, to know the plan to address the issue”. In this vein, Minister of ICT Afghanistan states “Active participation in forums, workshops, conferences and exchange of best practices would enable us in tackling these problems”.  

CYBER SECURITY EMERGENCY READINESS

The boost of education and awareness is useful. The existing incident response center needs to be strengthened in order to be able to give the appropriate response (Hasim & Salman, 2011). Effective cybersecurity monitoring is not widespread across the critical national information infrastructures. Nevertheless, vigilant monitoring as well as correlation of data at the national level are critical elements to ensure that security incidents are being identified and managed appropriately. According to ITU (2012), “… with the establishment of a crime investigation research team, knowledge of the available best practices with regards to cybersecurity standards could be implemented”. Deputy IT Minister claims that “…we are already facing problem because the cyber incidents since we looked at in 2010, 2011, 2012 are increasing. There are more cases that the ministry needs to look at. When more people are connected to the internet, there will be more privacy issues... The data center is specifically designed and it hosts the government digital data. All the websites that we have must be protected. We are working on the national cyber security strategic documents as well, but still at the beginning stage”.

INTERNATIONAL COOPERATION

The cyber environment is not limited to the physical boundaries of the countries. Therefore, successful cybersecurity initiatives require international cooperation (Hasim & Salman, 2011). Sharing research, best practice, intelligence, discussing challenges and learning from others’ mistakes as well as assisting in formulating and driving international strategy direction along with initiative would help Afghanistan secure the critical national information infrastructures. Dogrul, Aslan and Celik (2013) assert that it is rather hard to cope with the threat by means of merely ‘national’ cyber defence policies and strategies, since the cyberspace spans worldwide and attack’s origin can even be overseas. ICTI director acknowledges that “… we need a great team with international experienced in cyber security strategy to help us in crating strategy and strategy of cyber security”. The implication is that Afghanistan has no cybersecurity strategy which deal with international cooperation. Minister of ICT Afghanistan claims “… Afghanistan is a landlocked country, providing international traffic and internet services to its residents through terrestrial connectivity of neighboring countries”. Afghanistan ICT director confirms by saying “… of course some countries need to create strategy for cyber security. So strategies for national, regional and international cooperation are necessary”. Similarly Cyber security Director in Afghanistan asserts that “… when it comes to international strategy, there is no such strategy or policy. What we have what you call it. Best practices are coming from other countries”. Vice president of Cyber security of Malaysia, states that one of the trust in our policy is international cooperation. That is very important because the cyber space is wireless.

TECHNOLOGY INNOVATION

Due to the dynamic nature of cyber threats and attacks, the governments are required to take appropriate measures to get along with the latest technologies useful for detecting and addressing cyber threats (Lynn, 2010).  In order to keep updated with the latest findings in this field, research is mandatory (Hasim & Salman, 2011).  The Minister of ICT, Afghanistan states that one of the objectives is to promote competitive protection measures for eliminating treats in cyber and delivery of quality services. Director of Cyber Security says that the public infrastructure specifically for the security purpose is paramount to secure their electronic ID card system. But since it is huge, so, we finally decided to not only work on the national ID project, but also provide a secure mechanism for e-mail exchange for the government, electronic certification authority, and digital certificates. Hence, it is recommended that Afghanistan adopst technology innovation to explore new cybersecurity initiatives and to stay ahead of cybersecurity threats.

PROTECTING PUBLIC HEALTH

According to EPHA (Endurance Public HealthAlliance), Europe (2013),  the European Union (EU) and, in particular, the Commission’s Directorate General for Health and Consumers (DG SANCO), works extensively in the area of health threats, seeking to protect European citizens from a range of risks and hazard, which cyber security concerns play a significant role”. According to Afghanistan ICT Deputy Minister, “… this office is looking from A to Z of whole frequency of what the ICT should be catching upon  to the ICT in education, ICT in health, ICT for economic development, ICT for social benefits and all those in public services delivery , so that’s what my office is looking after”.

PROTECTING CRITICAL INFORMATION INFRASTRUCTURE

According to the Ministry of Communication and Information Technology (MCIT) of Afghanistan, (2011), privacy of data would give confidence to:

1. entrepreneurs to do business in Afghanistan through e-commerce.
2. the government to rollout e-administration and e-services.
3. the public to share their personal data with both government and enterprises through electronic service delivery channels  due to the importance of internationally recognized elements of critical national information infrastructure such as: Communication, Emergency Services, Energy, Finance, Food, Government and Public Service, Public Safety, Health, Transport, Water and Defence. 

The Cyber Security Director states that private certification authority where all private banks or other entities will be willing to electronic transactions. They should be provided with security. These are the current infrastructures in place at the moment. The need is big since the ICT market is blooming day by day. In the era of technology, and e-government,it is crucial to protection the critical national information infrastructure (Luallen & Labruyere, 2013). Thus, it is inferred that Afghanistan needs to develop cybersecurity strategy to protect CNII, and accordingly to strengthen the cyber ecosystem and enhance public private partnerships.


LEGISLATIVE AND REGULATORY FRAMEWORK

The initiatives within this strategy is to define, categorize and penalize cybercrimes in order to deter future wickedness and malice to provide a general CSS framework for the country to have a suitable level of agreement to protect the critical national information infrastructure (Hamdard, 2012).  The laws and regulations are important to produce trust and confidence in the critical national information infrastructure. Governments have to develop strategies against cyber-attacks and cyber threats, including legislative measures to protect themselves (Gurkaynak, Yilmaz & Taskiran, 2013). ICT Institute Director declares that cyber security strategy is the most important thing of all. Judges who are familiar with cyber strategy and law are required.  If a cyber-security strategy is not in place, it is impossible to establish up cyber courts. This is a challenge which is difficult for the Ministry of Telecommunication to address shortly. 
After conducting interviews with some Malaysian experts in ICT, cyber security and cybercrime namely, Vice President of Cyber Security Malaysia, Policy Study experts and Cyber Law experts, based on their suggestions, the number of pillars was reduced to six whose explanations are provided below. Therefore, it is crucial for Afghanistan to pass Legislative and Regulatory Framework to review and enhance Afghan’s cyber laws to address the dynamic nature of cyber security threats. Figure 2 illustrates the strategies with their corresponding objectives. In this study, initially, ten pillars of cyber security strategy were proposed.



















TABLE 2. Cyber Security Strategy Framework for Afghanistan
To centralize coordination of national cyber security initiatives.
To promote effective cooperation between the public and private sectors.
To establish and encourage informal information sharing exchange.



sharing exchanges.


Effective Governance 



Cybersecurity Emergency Readiness 

To strengthen the national computer emergency response teams (CERTs).
To develop effective cyber security incident reporting.



Protecting Critical Information Infrastructure

To strengthen the Cyber Ecosystem and to enhance Public private partnership.



To explore new cyber security initiatives and to stay ahead of cyber security threats.
Technology Innovation 


To encourage participation in international cybersecurity body, panel and conferences.
International Cooperation


To review and enhance Afghan’s cyber laws to address the dynamic nature of cyber security threats.
To ensure that all applicable local legislation is complementary to and in harmony with international laws, treaties and conventions and to establish progressive capacity building programs for the national law enforcement agencies.


Legislative and Regulatory Framework


CONCLUSION




In this study, the current status of ICT including the internet in Afghanistan was investigated and the threats to internet and cyber space were highlighted. The Afghanistan cyber security strategy was also examined and was discovered that Afghanistan has no cyber security strategy framework in place. This had led to proposing a general cyber security strategy framework.
Cyber space, cyber threats, cyber security, and global cyber security strategy in general were discussed based on the literature review prior to identifying the Afghanistan ICT status, cyber space and cyber security. To identify the status of ICT and cyber security in Afghanistan and Malaysia, the people in charge were interviewed after which the issues of and threats to Afghanistan cyber space were highlighted followed by analyzing the Afghanistan cyber security strategy. Finally, a cyber-security strategy framework with six pillars was proposed for Afghanistan ICT context whose validity was corroborated by interviewing the experts in the field. The findings of the current study could help Afghanistan develops or modifies the comprehensive cyber security strategy based on the experiences of the developed countries, thereby the country can address the issues of cyber security. The implication of this study is that the results can be used for assessing the current situation and developing a framework to national cyber security. Although this research has proposed a general cyber security framework for Afghanistan, it has not been evaluated through case studies. In fact, the evaluation was limited only to the views of three experts in the fields of cyber security and cyber ethics and law. It is suggested that for future research the proposed cyber security framework be tested in real situation.
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